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Ethics and technology

Why it is important to think about the impact of
technology on humans and society

(and how to put those thoughts to action!)
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Assignment

— | will show you a video uhat are other
proéotype from a first year IMD 20t S0 good? roor, bad, i1, worse
student ,

)

—

— Please write down everything
you see that can be explained
as either good or not so good
(for now and in the future)

(The video is 2.30 minutes long.
Prepare for a quick shout out W Thesaurus .plus
afterwards. Let’s go!)
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Recap: Shout out
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poor,

W Thesaurus.plus

bad, 1ll, worse?
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"The more Artificial Intelligence
enters our lives, the more essential
Ethics & Philosophy become."

(THE Al THOUGHT BOOK)
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Ihink before you choose.
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Research group application

Moral Design Strategy




Designing a (mobile) moral lab

So she challenges you to tell her, instruct her basically

what to do in five particular ethical situations.




Qﬁn tys

UNIVERSITY OF
APPLIED SCIENCES

-

IN PRACTICE

P
Gontys

V 019
SY MPES\“M ICTINPR ACTICE 2!

march 2019

g
Thursday 2154° o Eindnoven

5.00 20.00 — Natiab Stri)
15.00-29-

INLEIDING: WAAROM DIT PROJECT? 'GEBRUIKTE LITERATUUR
Mans sntachclogoin stk Bocker, M. (015, Btk vanc e
ks verver ke Gelodngon v e Ao B
S

kritisch denken over

Al/TECHNOLOGIE

relatie mens en technologie

TECHNIEK ONSTOPBARE
is neutraal? natuurkracht?

KARL JASPERS: TECHNIEK ALS NEUTRAAL MIDDEL MARTIN HEIDEGGER: TECHNIEK ALS GEVAAR

v unon bpelan dt o mracts
op 61 gsda mane katoind.

angion ot it v d ok
a7 demeenlan e -

e e o e vt Shiach fartauota o0t pasancp [plamariren v e tchnclog

@ntys R Wouter Lancee, Huub Prist en Jo-An Kamp



kin ICT
chniek 4




Introduction

One of the main differences between science and
engineering is that engineering is not just about
better understanding the world but also about
changing it. Many engineers believe that such
change improves, or at least should improve, the
world. In this sense engineering is an inherently
morally motivated activity.
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FOR SOCIETY Engineers have a natural tendency towards internal values
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AN ETHICAL TO:LKIT FOR THE DEVELOPMENT OF Al 8
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. 3 i H
IR % i /
5 3 i
WoW o i i :} ’ )/
e 3t e 3 g LI/ H }f
® M% 35 1y sl I I;
W o B Pog
. “s\Q“i‘: g\ ViE i hs 77
. % ST I T A A A
AR W e L RS d s
., . % ALY ° « /i §
D a\\’o, e r—— §
Ethics & [A]l ", \ % DATA RELATED Copg, )
Minl-workshop DERA Uy

T/OA/S

ETHICAL

JHINNDITY
TOIHLE - | BEWLS

FINISH

e preotos oyn s o
e 2 e s o

@ svs tx

ot kep s A 38 Y

COGNITIVE BIAS CODEX

Too Much

What Should We Information

SINTHA T NOEW 153/0%d - T 3DVAS

GOOD HEALTH QUALITY
ANDWELL-BEING EDUCATION

CLEANWATER
AND SANITATION

L

DECENT WORK AND 1 RESPONSIBLE

EGONOMIC GROWTH CONSUMPTION
M ANDPRODUCTION

We Need
To Act Fast

CLIMATE LIFE PEACE, JUSTICE PARTNERSHIPS
AACTION 14 'BELOW WATER AANDSTRONG 1 FORTHE GOALS @
INSTITUTIONS
S a2 SUSTAINABLE
oz @ z DEVELOPMENT
® GOALS

s
g':‘
i

designhacks.co




oTICT

Technology Impact Cycle Toolkit
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oTICT

A FREE TOOLKIT THAT HELPS USERS
TO MAKE BETTER DECISIONS
ON THE IMPACT OF TECHNOLOGY

Gontys WWW.TICT.IO
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Starting points while developing the tool:

1. Technology = multidisciplinary

2. Ethics as a driving force for innovation

3. Non-judgmental (you can be as good/evil as you want)
4

3

. Part of the (design cycle) process
. Context is king
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How is your technology going to solve the problem?

Questions, a lot of questions...

How does the technology influence the What is the effect of_the technology on the
user(s) ability to make his own decisions? health and/or wellbeing of the user(s)?
Did you consider future impact? Is there any recourse for people who feel they have been

incorrectly or unfairly assessed?

What impact is expected from your technology? pjd you consider all stakeholders, even the ones the

Is your technology fair for everyone? might not be your user or target group, but still might be
of interest?
Did you make any changes to the design of your ,
technology because of these questions? In wh'at way Is your technology .
In what way do you consider the fact contributing to a world you want to live in?

that data is collected from the users? Is your technology environmentally sustainable?
Does your technology have a built in bias?
How could bad actors use your tech to In which way can you imagine a future impact of the
subvert or attack the truth? collection of personal data?

e

Q00K OOG

Impact Bad actors Privacy Human values Stakeholders Data Inclusivity  Transparency Sustainability =~ Future



The most important question (at the end of each categorie)

Is your technology fair for everyone?

Did you make any changes to the design of your
technoloqy because of these questions?

What impact is expected from your technology?

Q00K OOG

Impact Bad actors Privacy Human values Stakeholders Data Inclusivity  Transparency Sustainability =~ Future




Technology Impact Cycle Tool

Courses

N

What impact is expected from
your technology?

What can bad actors do with your

\=a-4l technology? @

Hateful and criminal actors

Importance: m
Quality: JAYEgRelelels]

N N

Have you considered all Is data in your technology
stakeholders? properly used? m
Stakeholders Data

Impact on society

Importance: [YCWAllolelglild
Quality: Y=g Aelelels]

Importance: Importance: AN
Quality: [efelol hlelile]s} Quality: [Eelelols R Telile]}

N N

Is your technology Q Did you consider future impact?

environmentally sustainable?

Sustainability Future

Importance: N[ &ylolels1sid
Quality: [€lelels R 1T ]}

Importance: QAN
(e[EILWA Good enough

Are you considering the privacy &
personal data of the users of your
technology?

Privacy

Importance: @YCALlle el
Quality: [OELNLNEEY

N

Is your technology fair for
everyone?

Inclusivity

Importance:
Quality: €felelsR=ToTolile]y]

N

Fast impression of the impact on
a canvas

Quick Scan

We advise you to read the Quick Start Manual first.

Legend: [l Notanswered [l Fully answered [ Partial answered [l Skipped

Public Cycles

Do the best you can until you know better.

Griefbot Then when you know better, do better.

Maya Angelou

G
Ui,

N

How does the technology affect
your human values?

Human values

Importance: YCEWALolelslid
(eETIWAl Good enough

N

Are you transparent about how
your technology works?

Transparency

Importance:
Quality: J€elelelEhTelife[y}

N

Summary of improvements on a
canvas

Improvement Scan

Contact
Privacy label

Best practices
Manual

Crach Calircac



Quick / Full / Improvement Scan

Technology Impact Cycle Tool

N N N

Fast impression Complete ‘= =m) Summary of
of the impact on analysis of the improvements
a canvas impact | onacanvas
Quick Scan Full Scan Improvement Scan

We advise you to read the Quick Start Manual first.
Legend: [l Not answered [l Fully answered [ Partial answered [l Skipped

My Cycles
Public Cycles Do the best you can until you know better. Contact
Then when you know better, do better.

Griefbot Best practices

Corona Contact App Maya Angelou Manual
Baby Don't cry




Cycle: in all stages of the process

Combine Design Thinking, Lean Startup and Agile

\deate ; Sprint planning
g
= E Product Sprint
é backlog execution
] Sprint _Shipable
] review increment
8
o
Customer PROBLEM Customer SOLUTION
DESIGN THINKING LEAN STARTUP AGILE
#GartnerSYM

Gartner
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Corona App(athon) in TICT (v1.0)
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Corona App (in Dutchl)

Hypothetisch: De corona app is een mobiele applicatie die
helpt om besmettingen met corona in kaart te brengen. De
app werkt op basis van bluetooth. Telkens als jouw
telefoon bij een andere telefoon in de buurt is (met de app)
volgt een digitale begroeting. Als jij dan later besmet raakt,
krijgt iedereen die in een bepaalde periode bij jou in de
buurt is geweest een melding. Dat gebeurt volledig
anoniem. De data wordt centraal verzameld om meldingen
te kunnen versturen en patronen te kunnen analyseren.
Het doel van deze app is om (in afwachting van een
vaccin) de verspreiding van het virus verder te vertragen
en zo de grenzen van de capaciteit van de
gezondheidszorg te borgen. Let op: deze cyclus focust
zich op de eerste van de twee geplande Apps: de
zogenoemde contactonderzoek-App op basis van
BlueTooth. De opvolging van deze App, de
gezondheidsmonitorings-App, is voer voor een hieuwe
TICT cyclus. Maak deze gerust aan als je hier ideeén over
hebt of je gedachten hierover wilt toetsen. Dat geldt ook
voor apps die als doel hebben om mensen in quarantaine
te houden.

Sharing: Public

Created by: Rens van der Vorst
Created on: April 16, 2020 1:23 PM
Changed on: April 28, 2020 1:54 PM

m Download PDF




Corona Contact Tracing App in TICT (v2.0)

i Sharing: Public
Corona Contact Tracmg App Created by: Rens van der Vorst
This is an analysis of the Dutch corona Created on: April 16, 2020 1:23 PM
contact tracing app (CCTA). The CCTAis a Changed on: September 10, 2020 2:43 PM

mobile application that helps to map corona

infectiong.pThe app works zn the ba?sis of m
bluetooth. Whenever your phone (with the
CCTA) is near another phone (with the
CCTA), a digital 'handshake’ follows. If you
become infected later, everyone who has
been in your area during a certain period can
be notified. The app works completely
anonymously. A random number is
generated and shared, numbers are deleted
after a certain period of time. You can only
indicate that you are infected with a special
code from the health service (GGD). The
data is collected centrally to be able to send
reports and analyze patterns. The purpose of
the CCTAis to further slow down the spread
of the virus (while awaiting a vaccine or
effective treatment) and thus safeguard the
limits of the health care capacity. The CCTA
is part of a large set of measures like
washing your hands, 1.5 meters, getting

tested and staying at home when you have
A symptoms.
Q1-"ontys
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Workshop assignment

A.
B.

Fast impression ‘ [f=I=) Complete
s of the impact on analysis of the improvements
a canvas SIS} impact on a canvas
=S)
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Take a look at the case(s) you are working on at the moment
Decide which one might have an ethical aspectin it

Perform a quick scan together with your team mates (discussion allowed!)

Or start with the first categorie: impact on society and answer all the questions there
Do (part of) the full scan if you have time left

| |

Summary of

Quick Scan Full Scan Improvement Scan

TIP: You can print it as a PDF and attach it to your (group)documentation!

(I will walk around and guide you)



Pro-tip: Start with a small cycle

- What s the challenge
at hand?

- What problem do you
want to solve?

- Areyou sure you are
solving the right
problem?

- How is the technology
going to help you
here?

- What positive or
negative effects can
you expect?

- What about the users?

- Is this product
contributing to a world
you want to live in?

- Canyour product be
better desgned? What

DIALOGUE

Categorie: impact on society

Technological Problem
description

S1y43d4X3

Context and users

improvements do you

AL want to make?
CFontys

INIVERSITY OF
APPLIED SCIENCES




Quickscan: fill it in online or use a (printed) Canvas
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Quick Scan
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Pro-tip: later on, go further with an extended cycle
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Categorie: impact
on society + all
the categories in
the biggest cycle

PROBLEM
DESCRIPTION

TECHNOLOGICAL
SOLUTION

CONTEXT
AND USERS

STAKEHOLDE®®



Do the best you can until you know better.
Then when you know better, do better.

Maya Angelou
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THANKS FOR LISTENING!

tys| >FOR SOCIETY Jo-An Kamp, j.kamp@fontys.nl, 08850 78711
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